
Blockchain foundations

Module 1 (part 3)



Part 3



How a blockchain knows that you, and
not someone else, initiated a 

transaction?



Digital Signatures



What is a digital signature?

• A digital signature is a mathematical scheme 
for presenting the authenticity of digital 
messages or documents. 

• A valid digital signature gives a recipient 
reason to believe that the message was 
created by a claimed sender (authentication), 
that the sender cannot deny having sent the 
message (non-repudiation), and that the 
message was not altered in transit (integrity).



Where do we see them in read world?

• Digital signatures are used today all over the 
Internet. 



In Browsers: Visit website



United States Government Printing 
Office (GPO)

• publishes electronic versions of the budget, 
public and private laws, and congressional bills 
with digital signatures.

• Many more practical applications…



Background

• Digital signatures employ asymmetric 
cryptography.

• Asymmetric cryptography, also known as 
public key cryptography/infrastructure (PKI),
uses public and private keys to encrypt and 
decrypt data.



General steps



Some Digital Signature/PKI 
algorithms

Public key cryptography has algorithms that let 
you encrypt, decrypt, sign and verify messages 
using your pair of keys
• RSA-based signature schemes
• DSA

https://en.wikipedia.org/wiki/RSA_%2528algorithm%2529
https://en.wikipedia.org/wiki/Digital_Signature_Algorithm


Simplified steps

• Step 1: Generate a public/private key pair (This 
can be done using software such as Putty for windows or via the ssh-
keygen command for Mac or Ubuntu)

• Step 2: Create a message hash/digest
• Step 3: Create the signature (Encrypt the 

message digest with the private key to create 
a signature)

• Step 4: Append the signature to the document





Digital Signatures
Signing key

Public part 454F4D3E1..

Private part 56F23F2D..

Data Signing 
Algorithm Signature

Private part

Signature Verification 
Algorithm Yes/No

Public part

Data



Example demo

• http://cobweb.cs.uga.edu/~dme/csci6300/Enc
ryption/Crypto.html

http://cobweb.cs.uga.edu/~dme/csci6300/Encryption/Crypto.html


On blockchain

• Generating a key pair is analogous to creating 
an account on blockchain BUT without having 
to actually register any where.  COOL!



How a blockchain knows that you, and
not someone else, initiated a 

transaction?
• Every transaction is executed on the 

blockchain is digitally signed by the sender 
using their private key

• The signature ensures that the only the 
rightful owner of the account can move 
money out of the account…



What is the idea of public keys in 
blockchains?

• The idea is to take a public key, one of those 
public verification keys from a digital signature 
scheme, and equate that to an identity of a 
person or an actor in a system.

• Decentralized identity management. This 
brings us to the idea of decentralized identity 
management…what does it mean?

• Address: just a hash of a public key



Public key / private key in bitcoin

-If someone has your public key (i.e. “address”, they can  
send you money.

-If you lose your private key (i.e., “wallet”), you can’t  
spend your money.

-If a thief gets your private key, they can steal your  
money.



Private Key



Public Key





Account on Ethereum

https://etherscan.io/accounts

https://etherscan.io/accounts


• Your Ethereum address is a public key and your 
private key is stored either in your browser / 
mobile / hardware wallet. 

• Consider public key like an bank account number, 
for someone to send you money (Ether), they just 
need to know your public (account) address. 
However, only you can access the funds in your 
account because you are the only one who knows 
your private key, say similar to your bank account 
password.



Create an Account on Ethereum

• https://www.ethereum.org/



Create an account on Bitcoin

https://wallet.bitcoin.com/?utm_source=get-
started&utm_medium=card&utm_content=wallet

https://wallet.bitcoin.com/%3Futm_source=get-started&utm_medium=card&utm_content=wallet






Send me some BTC

This how the Bitcoin public address looks (it 
always starts with 1)
[Bitcoin private keys always start with 5]



More reading: Need for Public and Private Key 
on the Blockchain link

More reading: (Ch 1.3 digital signatures)

https://blog.wetrust.io/why-do-i-need-a-public-and-private-key-on-the-blockchain-c2ea74a69e76
https://d28rh4a8wq0iu5.cloudfront.net/bitcointech/readings/princeton_bitcoin_book.pdf

